
e-Government sample mini demo

Authentication is always required and essential



System administrator is in charge to add users 
(employees) to the system, configure the processes if 

needed and monitor trace and log files



Authorized users have certificates to sign documents



Delivered documents may be digitally signed



Documents are uploaded with digital signature



Authorized user can validate digital signature 
according to issuer certificate



Certificates include two components 1- the public key 
of user, 2- digital signature of the certification authority 



Certificate details



User start generating his own keys and deliver his 
request to CA to obtain his certificate



Undeniable criteria is that the public key of CA is 
known to everyone.

CA deliver users certificates according to this criteria


